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1. Overview

Data protection is an essential part of Granite’s operations. Granite complies with the General Data
Protection Regulation (GPDR) and all other applicable data protection legislation, such as national data
protection laws. Data protection is part of Granite’s information management, and it is taken into account in
all of Granite’s operations, from service and product development to daily operations.

This Data Protection Policy defines the general principles that guide data protection at Granite and describes
how data protection is included as a core part of information management. Other data protection
documentation, such as data protection notices, records of processing activities and risk management
policies, determine in detail how data protection is implemented on a practical level.

2. Data protection principles

2.1 Lawfulness

Personal data is processed only when it is necessary and there is a legitimate purpose for it. Granite complies
with the GDPR and other applicable data protection legislation. All data processing activities are carefully
planned and documented to ensure lawfulness of processing throughout all phases of the data’s life cycle.

2.2 Purpose limitation

Granite always ensures that personal data is collected and processed only for a determined purpose. Granite
maintains records of processing activities, in which applicable use purposes are specified for all processed
personal data. Personal data is retained according to reasonable retention times, after which the data is
deleted in a secure way. Granite strives to promote data accuracy and ensures that inaccurate, outdated or
unnecessary personal data is either rectified or deleted.

2.3 Storage limitation, minimization and accuracy of data

Personal data is stored only as long as is necessary for the specified purpose of use. Personal data retention
periods are defined and documented into the Granite’s internal data protection documentation.

Granite makes sure that, the personal data is collected and processed only to the extent that is appropriate
and necessary for the purpose. The processed data must be appropriate, i.e. there must be a defined purpose
for the data. The information must be essential and limited, i.e. necessary for the purpose of use.

Granite aims to ensure the correctness of personal data. Incorrect personal data will be deleted or corrected
without delay.
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2.4 Transparency

Granite promotes transparency in data processing by informing data subjects on how their personal data is
processed. Transparency is implemented by publishing data protection notices, which are directed to the
individuals, whose data is being processed, and general documents, such as this Data Protection Policy.

2.5 Security and Confidentiality

Granite guarantees that personal data is processed in a secure and confidential way. Granite follows best
information security practices by maintaining 1SO27001 certified processes and controls. The level of
information security is examined with regular audits to ensure that data protection is executed in practice.
Security measures are specified in the Information Security Policy.

2.6 Accountability

Granite follows GDPR’s accountability obligation by maintaining comprehensive and accurate data protection
documentation. All documentation is carefully updated in a regular basis to demonstrate compliance with
applicable data protection legislation.

2.7 Data subject rights

Data subject rights are taken into account in all processes related to personal data processing. Granite
ensures that effortless and efficient ways are provided for exercising data subject rights. The data protection
notices specify the applicable data subject rights and how they can be exercised in practice.

2.8 Data Protection by design and default

Granite follows the principles of data protection by design and default. Data protection principles are taken
into account in all operations from the earliest possible stage. Appropriate technical and organizational
measures are implemented in relation to the risk level of personal data.

3. Organization and responsibilities

Granite’s Board of Directors is the highest party making decisions on data protection. The Board of Directors
will approve the Data Protection Policy and the amendments made to it.

The CEO is responsible for coordinating data protection together with Data Protection Officer (DPO), who
takes care of operational data protection related tasks.

In Granite, all employees have responsibility to maintain good data protection practices and ensure
compliance with applicable legislation. Granite’s operational management ensures that business practices
follow the guidelines determined by the organization.
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Granite provides sufficient data protection training to all employees to raise awareness and to ensure that
data protection is implemented in all processes. Granite issues written guidelines and instructions on how
data protection principles are executed in practice.

4. Monitoring and risk management

Granite approaches data protection in a risk-based manner, entailing that all risks related to data
processing are properly recognized, evaluated and mitigated. Risk management is a continuous process and
part of information security and data protection processes. Granite implements all necessary measures to
ensure that data protection related risks are managed efficiently. Risk management practices are described
in detail in the risk management policy.

Granite has established processes for detecting, examining and managing any anomalies in data processing.
All potential data breaches are addressed with caution and handled in accordance with legislation and best
practices. All Granite employees are trained to recognize potential data breaches and to act in accordance
with the data breach management process. Granite documents all data breaches and other incidents to
demonstrate compliance with legislation.
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